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Introduction 

This small workbook is meant to provide additional practice with troubleshooting Dynamic 

Multipoint VPN (DMVPN) configurations and is meant as a study tool for the Cisco Certified 

Ineternetwork Expert (CCIE) Routing & Switching curriculum.  

 

All labs were created using IOS on Unix (IOU) but can easily be recreated in GNS3 or real equipment. 

The interface names may change but the core troubleshooting problems should be unaffected. 

 

The initial configurations are provided in a zip file which will be made available at the same time as 

this document. If using IOU, simply create a netmap to look like the diagrams and copy the initial 

configurations into each router.   

 

If there are any issues with the workbook please contact me at luke.bibby@gmail.com. 
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Revision History 

 

19 November, 2014 – Document creations 

1. Added scenario’s 1 to 3 

2. Added diagrams 

3. Added verification sections 

 

20 November, 2014 – Document additions 

1. Added scenario’s 4 and 5 

2. Added disclaimer 
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Scenario #1 

 

A new DMVPN service has been provisioned between routers R1, R2, and R3. R1 is the hub router 

and R2 and R3 are spoke routers.  

 

Both spokes are having problems with the DMVPN tunnel 100 however. When the DMVPN is 

being verified on R1 the following output is shown. 

 

 

R1#show dmvpn 

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete 

        N - NATed, L - Local, X - No Socket 

        # Ent --> Number of NHRP entries with same NBMA peer 

        NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting 

        UpDn Time --> Up or Down Time for a Tunnel 

========================================================================== 

 

Fix the issue(s) such that the following ping on R2 is successful 

 

 

R2#ping 192.168.123.3 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 192.168.123.3, timeout is 2 seconds: 

!!!!! 

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/9 ms 
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Scenario #2 

 

A new DMVPN service has been provisioned between routers R1, R2, and R3. R1 is the hub router 

and R2 and R3 are spoke routers.  

 

 

R2 is having problems registering itself to the hub via NHRP. R1 is showing the following. 

 

R1#show ip nhrp 

192.168.123.2/32 

   Tunnel100 created 00:02:39, expire 00:00:25 

   Type: incomplete, Flags: negative  

   Cache hits: 7 

192.168.123.3/32 via 192.168.123.3 

   Tunnel100 created 00:05:38, expire 01:56:16 

   Type: dynamic, Flags: unique registered  

   NBMA address: 10.0.13.3 

 

Fix the problem so the following traceroute is successful without modifying EIGRP (you may need 

to try this twice to get the same result). 

 

 
R2#trace 192.168.33.3 source loop192 num 

Type escape sequence to abort. 

Tracing the route to 192.168.33.3 

VRF info: (vrf in name/id, vrf out name/id) 

  1 192.168.123.3 1 msec *  0 msec 
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And the route to R3’s loopback from R2 looks as follows. 

 

 

R2#show ip route eigrp | inc \.33 

      192.168.33.0/32 is subnetted, 1 subnets 

D   %    192.168.33.3 [90/102400640] via 192.168.123.1, 00:01:34, Tunnel100 
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Scenario #3 

 

A new DMVPN service has been provisioned between routers R1, R2, and R3. R1 is the hub router 

and R2 and R3 are spoke routers.  

 

 

IPsec has also been configured to use with the DMVPN to provide confidentiality and message 

integrity protection. The migration to using IPsec has not gone smoothly and now the DMVPN is 

partly operational.  The following output may provide some insight into the problem. 

 

 

R1#show crypto session      

Crypto session current status 

 

Interface: Tunnel100 

Session status: UP-ACTIVE      

Peer: 10.0.12.2 port 500  

  IKEv1 SA: local 10.1.1.1/500 remote 10.0.12.2/500 Active  

  IPSEC FLOW: permit 47 host 10.1.1.1 host 10.0.12.2  

        Active SAs: 2, origin: crypto map 

 

Interface: Ethernet0/1 

Session status: UP-IDLE 

Peer: 10.0.13.3 port 500  

  IKEv1 SA: local 10.1.1.1/500 remote 10.0.13.3/500 Active  

 

Fix the problem(s) so that routes are properly exchanged between R2 to R3 over the DMVPN and 

that the two devices can reach each other’s loopback192 addresses.  Use the following 



8 
 

verification command to ensure that the path exactly matches the following (note that this 

command will have to be repeated several times until it looks like this). 

 

 

R2#trace 192.168.33.3 source loop192 numeric 

Type escape sequence to abort. 

Tracing the route to 192.168.33.3 

VRF info: (vrf in name/id, vrf out name/id) 

  1 192.168.123.3 13 msec *  9 msec 
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Scenario #4 

 

A new DMVPN service has been provisioned between routers R1, R2, and R3. R1 is the hub router 

and R2 and R3 are spoke routers. R4 is providing address translation for R1 to the outside network. 

 

 However the DMVPN service is not operational, as evident by the following output on R1. 

 

 
R1#show ip nhrp 

 

R1#show dmvpn 

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete 

        N - NATed, L - Local, X - No Socket 

        # Ent --> Number of NHRP entries with same NBMA peer 

        NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting 

        UpDn Time --> Up or Down Time for a Tunnel 

========================================================================== 

 

Fix the problem such that the following ping is successful on R2 without modifying any routing. 

 

 

R2#ping 192.168.33.3 source loop192 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 192.168.33.3, timeout is 2 seconds: 

Packet sent with a source address of 192.168.22.2  

!!!!! 

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
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Scenario #5 

 

A new DMVPN service has been provisioned between routers R1, R2, and R3. R1 is the hub router 

and R2 and R3 are spoke routers. R4 is providing address translation for R1 to the outside network. 

 

IPsec has also been configured to use with the DMVPN to provide confidentiality and message 

integrity protection. The migration to using IPsec has not gone smoothly and now the DMVPN is 

partly operational.  The following debug output on R2 may provide some insight into the 

problem. 
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R2#debug crypto isakmp  

Crypto ISAKMP debugging is on 

R2# 

*Nov 29 04:15:05.084: ISAKMP:(0): SA request profile is (NULL) 

*Nov 29 04:15:05.084: ISAKMP: Created a peer struct for 160.4.4.4, peer port 500 

*Nov 29 04:15:05.084: ISAKMP: New peer created peer = 0xB25A2B50 peer_handle = 

0x8000000E 

*Nov 29 04:15:05.084: ISAKMP: Locking peer struct 0xB25A2B50, refcount 1 for 

isakmp_initiator 

*Nov 29 04:15:05.084: ISAKMP: local port 500, remote port 500 

*Nov 29 04:15:05.084: ISAKMP: set new node 0 to QM_IDLE       

*Nov 29 04:15:05.084: ISAKMP:(0):insert sa successfully sa = B2C675E0 

*Nov 29 04:15:05.084: ISAKMP:(0):Can not start Aggressive mode, trying Main 

mode. 

*Nov 29 04:15:05.084: ISAKMP:(0):No pre-shared key with 160.4.4.4! 

R2#  

*Nov 29 04:15:05.084: ISAKMP:(0): No Cert or pre-shared address key.  

*Nov 29 04:15:05.084: ISAKMP:(0): construct_initial_message: Can not start Main 

mode 

*Nov 29 04:15:05.084: ISAKMP: Unlocking peer struct 0xB25A2B50 for 

isadb_unlock_peer_delete_sa(), count 0 

*Nov 29 04:15:05.084: ISAKMP: Deleting peer node by peer_reap for 160.4.4.4: 

B25A2B50 

*Nov 29 04:15:05.084: ISAKMP:(0):purging SA., sa=B2C675E0, delme=B2C675E0 

*Nov 29 04:15:05.084: ISAKMP:(0):purging node 1440370270 

*Nov 29 04:15:05.084: ISAKMP: Error while processing SA request: Failed to 

initialize SA 

*Nov 29 04:15:05.084: ISAKMP: Error while processing KMI message 0, error 2. 

 

And the following lines from the same debug command on R1 may help also. 

 

R1#debug crypto isakmp  

Crypto ISAKMP debugging is on 

R1# 

< debug output removed> 

 

*Nov 29 04:17:39.801: ISAKMP (1001): NAT found, both nodes inside NAT 

*Nov 29 04:17:39.801: ISAKMP:received payload type 20 

*Nov 29 04:17:39.801: ISAKMP (1001): My hash no match -  this node inside NAT 

 

< debug output removed> 

 

 

 


